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TR, MARAMRES SN T ERF U ERUNBURE, M LIERK
AR FRA TR G S MERB B L, A —EXBEMEARRETHR
MERBIMB LSS, RAAEIRLE KA L REIXKE,

With digitalised, integrated and automated solutions increasingly applied
in shipping, the information technology (IT) and operation technology (OT)
systems on ships are now connected to the World Wide Web. However, some
examples of cyber incidents at major shipping companies have taught us a
brutal lesson about risk management.

EfFBEAR (IMO) EEI8EBRE L, HXBERREEH#T 7L, HiEdEd
T MSC.428(98) S /RN R IGEH, R EN AR R EEIRER (SMS) IRFEEFR
R2EEMN (ISM Code) BIBEATMINEEERE EWB N ERE, HEBIMEER
RTF 2021 £ 1 B 1 BZENARSMXE#HITERFERZZA, A8%LE
BAEARPHNMNEX L EZBXAR,

The IMO Maritime Safety Committee at its 98th session considered the
necessity for maritime cyber risk management (CRM) and adopted Resolution
MSC.428(98), which stated that an approved Safety Management System
(SMS) should consider CRM in accordance with the objectives and functional
requirements of the ISM Code. It further encouraged administrations to
appropriately address cyber risks in SMS no later than the first annual
verification of the company’ s Document of Compliance (DOC) after 1
January 2021.

MRAHRER O EEES T
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IMOM KL E IR EE BN LT 2N MR SRR, ERFAA ML XL EE
MR R 2 EIRAEZR L AEARPILE XL XA FTREX AR A IE R R 2 B, AT
BEXYIRIR. B O AR R 24, B8, B FMEXMEAFHTHREN,
TR RS HAEL 5 E ISR N AN RME KL E N RE, URREMER L
EfE, MAREMANARNT2HMIEEFFER B R0, XERFEMMA
By —ELENMEXNRERER, UMe# S Eirn e /SMmEENEOEE
EREELEERNE.

IMO highlighted the effect of cyber security on safe and secure shipping
operations from the perspective of risk management. Not only ships and
cargos, but also personnel, port facilities, and the marine environment
will be exposed to risks in the event of a cyber-attack. The execution of
charterparties may also be affected. To mitigate the risks and to comply with
international guidelines and/or regulations of relevant flag states and port
states, it should be acknowledged that a complete CRM system is necessary
for all ships.

-----
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Alert Check Copy Setup

Push the “Save” button to save the recorded data at
a marine accident case. .

ICV-19nn \/ND

£ TARAARILE KLY A R AGAE. SN RS FERBTER A, REAR ML
BREEIR7 2 TGN EEMAAMEE R X, HisId e = *E?&Exﬂiﬁ
EhRY R A AU G, R H IR B B SRR B pTHER AU K TR 12, REAR LS
R EIRS R RIP EAEE B RAARMERARURBIEC AR EAN KR EERZ
RERNBIP) RN, W E D KA R 2R BHIER A B ST 2%
TRFMFL

Given the potential impact of cyber risks on personnel, ship, cargo and
the environment, CRM is defined as the process of identifying, analysing,
assessing, communicating a cyber-related risk, and accepting, avoiding,
transferring, or mitigating it to an acceptable level, considering costs
and benefits of actions taken to stakeholders. CRM, covering the risks in
maintaining the availability and integrity of data concerning ship security; is
carried out to protect those data and the IT/OT systems from unauthorised

3 S 5 s P S
access, manipulation, or disruption. N

Deflnltlon of Cyber Rlsk
Management ?
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ﬁ“ﬂBlﬂfﬁﬂ EENENZEHMAEIREIRERE, @il E EEREEAR.

BN AR BETT AR FrEIGE R AN $5E AR A, HITTRIZE XL
Bﬁﬂ?ﬂﬁ‘@, AR ECRHTLBENRE TR, IRE R LR EARKN
KL EERKE, BENEL 2P RFRIPSENNES, MTTRIES LR2,
BLE AR, @RIIFE, 3128 F RS M E U = &M Ko

By taking into account applicable regulations, guidelines and standards

suggested by the IMO as well as relevant administrations, classification
societies and international associations, CRM is carried out to offer a best
practice for ship operations and a safe working environment for all through

a set of preventive measures, to improve management level including
emergency preparedness of the crew and shore-based employees, and
finally to avoid any marine pollution, or personal injury, or loss of properties.
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ABRARILE XS BN E A RIERE T IMOMEX RN FIBR B R, SEHE HKFH
ML ER, RAMBRE[HEEE, REFMEEE, W AHITREREN, XL
Faps. NI BERHER ENBEHEME.

The principle of CRM is to prevent, handle, and recover from cyber incidents 4 i85 - EXMEREEENARAE/ERSE, HiRFI RS A SUEMEES, S
by developing cyber security capabilities and constantly supervising cyber XERFRBIAN, SXNMEMEEM NG ;
resilience in accordance with relevant IMO resolutions and circulars. Identify - define personnel roles and responsibilities for cyber risk
management and identify the systems, assets, data, and capabilities
RIBEME L SIESE, WERCEEN EETHEEEREIE R R RN. MRz that, when disrupted, pose risks to ship operations.
e,
l R - LR ITHIRAEM ISR, RS, LB EMEEM, HRIRAAEER
The Cybersecurity Framework describes five functional elements of CRM - TERYIELE
identify, protect, detect, respond, and recover. Protect - implement risk control processes and measures, and
contingency planning to protect against a cyber-event and ensure
=] continuity of shipping operations.
Identify
] Va l Bl - B EN SR ERERD, M RIMEEY;
Recover Detect - develop and implement activities necessary to detect a cyber-

eventin a timely manner.

N

PR - HII7E F SEHMEE R, R EREE M2 RS LS HARS R AR
e SRENRRE R

Respond - develop and implement activities and plans to provide

resilience and to restore systems necessary for shipping operations or

[ . . .
A services impaired due to a cyber-event.

Respond

8 - FEEMNMME ZMEE G MAMSIRIEFTN BN RE R R EHE.
Recover - identify measures to back-up and restore cyber systems
necessary for shipping operations impacted by a cyber-event.

N

=
Detect

RRAERIAE R G B IES T o
5 A Guide to Cyber Risk Management S/_(-»:? mﬂ m{%ﬁ | 6



RAFE AR HIERIPHEHE I AN PR 52 8 X B S 44

Identify assets Identify vulnerabilities Develop protection measures Respond to and recover from

71

cyber security incidents

IRBU LA AR AvAVASSIES
Identify threats Assess risk exposure Establish contingency plans

REAAMAE XL E RN G AR BT R AME XL EERE AR
1, KIS 2k F RIS KIS H], B MBR 2N, 7
FroR i R AR AR5 1, LAFAPS PRz A RS B S 14, 1§
MLE RS ERMNNRRAR 2 EEE R,

The approaches to CRM include exercising a proper
level of risk control, incorporating risk control processes
into ship SMS, and implementing activities to provide
resilience and to restore systems upon the occurrence
of a cyber-event.

RARRME R ER S AR I T 5 BSEI

To be more specific, CRM can be carried out through the following steps

BRI

MRAEMER R EEES T
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RBNEE: £EIRGIM LB B EIE18E. R5. WA EUER, MET RLEE
MNEERS,

Identify assets: pinpoint all assets on board ships including equipment, systems,
networks and data flows to understand what need to be managed.

IRBUREED . T REALARE IRRIIMNERRILE XU B, T RREEI R SR Z N = 2 =R IR
SHHIAEBRILE X LR

Identify threats: understand the external cyber security threats to the ship, and
the internal threats posed by inappropriate use and poor cyber security practices.

1R5IRRE  FIRAS A B R EHHENMEA RS R, TRNERCEMIIREERR
FERIER, THRINE RIS IIRER B RIE,

Identify vulnerabilities: develop inventories of onboard systems with direct and
indirect communications links. Understand the consequences of a cyber security
threat on these systems. Understand the capabilities and limitations of existing
protection measures.

RS . B E TR MDA BV ET Be s, FRE AR S M SRR BRI aelt, 7
EEREAN A SRR AR RS R 2R 06,

Assess risk exposure: determine the likelihood of vulnerabilities being exploited
by external threats. Determine the likelihood of vulnerabilities being exposed by
inappropriate use. Determine the security and safety impact of any individual or
combination of vulnerabilities being exploited.

B GRIPHEHE B HIE R TR D RS F ARV BT R, B IRRR A S F A RE
TERI,

Develop protection measures: reduce the likelihood of vulnerabilities being
exploited through protection measures. Reduce the potential impact of a
vulnerability being exploited.

I WA G E MR DTNZE, LUBMEBTERI MR .
Establish contingency plans: develop a prioritised contingency plan to mitigate
any potential identified cyber risk.

0 Bz 0 e 52 PO 48 PP 35 44 : 55 P 7 = T2 X 0 48 XL By 35 44 3 4T T RZ AT W 2 P48 Th B, Xof
R 2 TR E R TITAG, FXI LR PR AR T E T,

Respond to and recover from cyber security incidents: respond to and recover
from cyber security incidents using the contingency plan. Assess the impact of the
effectiveness of the response plan and re-assess threats and vulnerabilities.
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b, T S BRI, B8 % M RS, SRR

R IR IR ARG, B N R B, ER AR

FEERFARORREHIEFS, B2 EMERERANT AR S SHY

0. 40, BT B SRR B4t (ECDIS) eSS EAIEMAR A Aoy

N TR T IR o T SRRSO R E X E B 005 B B M E A TR

N R A e 44, PN EIE SRS DR K5 (GNSS) MIEEPMAHE L RBIBN S K S
BRI,

”:: S Ships in the Internet era have become a complicated industrial system with
i computer networks embedded in each one of them, the corollary being that
: there can be system failures occasionally, for example due to an operational
Bffgiiﬁs o R error, a software bug, an unauthorised access, oraweak CRM procedure. Then
the availability and integrity of IT/OT systems will inevitably be affected - the

RENHEMEETR . . . .
B RIRERG chart data in an Electronic Chart Display and Information System (ECDIS)
e craw e sy may be corrupted, or the software maintenance and patching process may
fail, or critical data of external sensors including Global Navigation Satellite

Systems (GNSS) may be lost/manipulated.

BYRENEERS

Cargo operation and
management systems

REBSFEERG - TR

Passenger servicing and
management systems

9 ARAEME R B IRIE S F i
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BEE AR XL E B A R BISSHE, AEEMBOERZDY HRE XA
KX ERNREITE, ARNEXGTEE TR EEERRTINTAS!

With the implementation of CRM procedures on ships, relevant flag
administrations and port states are expected to carry out assessment
on compliance with CRM regulations. The assessment may include the
following questions:

RERRB ML R A E RS X G?
What systems onboard are at risk?

RERARILE S RO BTER B L ?
What is the potential impact of a cyber incident?

MM XS BRI SR EAN?
Whe-is-responsible for cyber risk management?

AR ERRMETEF R E SR BB I0?
Are the OT systems and their working environment affected
by the Internet?

R DA ZE R ERSVNRE, A S RINEIZ PR ERS?

Is there remote access to the OT systems and, if so, how is it

P j ‘ ; 4 monitored and protected?
I AQ In ,\‘v | i I o~ =R, =R,

------- RS ERARRERERP, NP EE R B mAMEE?

° \ :
‘ y b e r RI 11 LA . Are the IT systems protected and is access being monitored

and managed?

Assess | L = | | 3 ' MM EEEENNE RS EERERREMA?

What cyber risk management best practices are being used?

RERBE B AR MIRERFAIZIE RN ?
What is the cyber risk training level of the personnel operating
the IT and OT system?

%

| SRR SRS ‘ P W i :
.]. 1 | AGuide to Cyber Risk Management | \ T S____:(::? [HH :!::‘Eﬁ 12
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RR AR R4 X BS
RN
Recommendations
on Cyber Risk Control

X ATERIARAA L XL, A B FARAR R 2 T 3T AEAR LS KRR E T, AT 3R
AR EYNBEONET S, BILENE RMARMIMT L7 EHEFARRE R R

g

To prevent severe consequences that are potentially suffered by ships,
ports, personnel and cargos, member shipowners are recommended to
have in place control measures by:

@ BUREMEERHEEMBZENNENICERARHHFRE WL,
Establishing a compliant and appropriate CRM system and ensuring
that it is effectively implemented;

@ REAEFRGRNE X EEX G RAZERE, RIEART LKA HERRT
FHATET R E 5 2 M X B ER 3R A2 AN, $2 1 RE AR 4R XU RS B 1 8. 77 KL
FEARMILE RS ;

Keeping properly cyber security documentation on ships and ensuring
that crews and new hires understand the procedures taken and their
responsibilities;

PNERAR 5 LE NP E IR, IRESRA RRIE XL RIR;
Carrying out seafarer training to improve their cyber security awareness;

FITERSRE BRME X FR.

Considering a cyber security clause when entering into carriage

Q® @

contracts.
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-1 YRR O E AT

Physical Ports

BN RINUE. Bl RENRARTHRESEZ EAUSBO,
Make sure removable media like a USB stick or a mobile hard drive are
not infected before inserting them into an onboard system.

KL, SNECDIS, EM TR, BRIEHl FHKBIEERAR, REMRADN
USB/RJA5R O Rz R EXIR s 3R HE i gt T B 4E (BN A Ngiss) , a
H¥E, WAl RAES (W EEE HRMEERERNER) FHEEEA, U
FHLERABEEN;

USB/RJ45 ports of key equipment and systems eg ECDIS, engine
governor, cargo management systems, ballast water systems shall be
secured with physical protection or control software (blocking the ports
or using locks). If these measures are not practicable, put on stickers
with date and name of the administrator to avoid unauthorised access
by rogue devices.

(B XBRAHRZIZEMUSB. Type-C.RIASWOREAIEEMAR, IWEN AR

% RIA HEBE,

USB/Type-C/RJ45 ports of key equipment and systems shall not be used
for other purposes, for example as power supply to personal devices or
illuminating devices.

N [

ARARREXRERES FH
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9.2 ECDIS{#E Al ECDIS &)

]

ECDISENNHITAEAEH, B LEIEE R, DFECDISENMIZHITE LA ;

o
Protect the ECDIS computers from unauthorised access by eg locking the

operating units.

) BWECE % FUPSHR, B R T U B R I IE 5 ;

Have onboard an uninterruptible power supply (UPS) in case use of the
devices are prevented by power failures.

ECDISEMAIUSB. MLZ&F#E O, N REVWBIEREMHTER, BILEIREEAN,
ARAEH (M EEEHRANEEREENHE) SHEBEA R, UBALEFA
BHEEN;

USB and Ethernet port of ECDIS computers shall be secured with physical
protection or stickers with date and name of the administrator to avoid
unauthorised access.

BECDISAEIE #ITHIER RA AR, B ATE—EFRTTH, BIALIELE
BRRAER—A;

Software or system update cannot be performed on both ECDIS
computers simultaneously. Make sure one is good for working before
moving on to the other.

%
B

ECDISAREF & ANz tE N R, ARl EERAE B oFEEN R, €A
i, T AEENTRERHITHENTERS,;

Allow only designated media device to be connected to ECDIS for data
transfer and there should be a procedure in place to scan the device prior
to the use of it.

8 MEBSHEMECDIS, BEMKIE, RIS ALERA,

For any third party that needs to access ECDIS, the operation should be
authorised by the master and performed in the company of a designated
crew member.




) w‘\
Personal Devices (&)

o

9.3 T A& fE R A

S MANIREREER . S I EMB
Personal devices shall not be used to produce, duplicate, or save
confidential document.

= DAREFFENMADAMLE, JEEEAMRMNE;

Implement network separation onboard. Personal devices shall not be
connected to the administrative network but only to the crew/guest
network.

E) mAERE, N ABEFNATE;

Do not use personal devices for official use unless it is unavoidable.

) RN Y, RERERARNRZERSNYE, HANERSE,
Use only authorised software. Install antivirus software on desktop and
keep it up to date.

5 REEHRSHT,
Update security patches in a timely manner.

Use of Key Devices

-
AEARERR EIRES FH
A Guide to Cyber Risk Managerggnt

9.4 EHL{E A

Passwords (-}

WA IGENEER KA FEEARIAOL;
Do not use default passwords for the administrator’ s account.

K S HZBARREFMEEITE LRERBIERIEE, FEEERA LETRSA
W3 ; 45 LABA KRS T TE BB FHR 1 (R EL R 154

Turn off automatic login. Do not record account names and passwords
in the computer or put them on a paper next to the computer or disclose
them in any email and facsimile.

DN EHAE R, B KTF3NA;
Change passwords at a regular interval no longer than 3 months.

B KERG DT, BIFHF . K NEFBARSMISHRFRIAEN;
Each password should be strong enough - 8 digits minimum including
numbers, uppercase/lowercase letters and special characters.

BELER IS FHSBESSMRABEXNERENOL.

Avoid use date of birth, pinyin or spelling of names, mobile phone
numbers or any other information related to personal identity as
passwords.

Passwords Safety

LN

Personal Devices




9.5 f13ZIR{EER A Social Media &=}

FEEEBMHZEAE E GUE HE LBE) RAETIANRBEENER, U
RARRMEER;

Do not release any confidential or negative information via social media
(WeChat, Weibo, Facebook, etc).

FEMNERBENEYUF. WERLREDD;
Do not engage in any activity that endangers order and security of the

Internet community.

FEHIE BT AT BN RS FRIEFRERETERF;

Do not produce, run, or spread any computer virus or malware.

RUMERERREARD, 25— E BTN (NREMNL. XFTL) , FHiBx
EIER I,

Cut off internet access immediately (eg unplug the cable or turn off
wireless connection) and inform the administrator upon spotting trojans,
viruses or other cyber threats.

MM AR — M EEM EAR ABARM/HINEEE
REMRZERA, A B EEERAN/ HIR(ERAR S
BYERER, LAERRARREE M E B 12 (F. AN FERENT
BIR SHEHEMR AT TR B MLE EHFBIREST

A response team of crew members, company
personnel and/or external specialists shall be
set up to undertake duties of restoring the IT/OT
systems for the normal operations of the ship.
The team should be capable of executing safety
precautions and handling with foreseeable cyber
incidents.

9] | emempEnEssn CS [{Tx% | 22D
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BN EDBEINTAR

There are 4 key steps to an effective incident response

(‘ M&iE(L Initial assessment

FIAFIRFIMEZEHHNIMR. EREAN/FIRERARARZZHRACENR
R RIBHIERRAEE. G4RE,;

The response team should find out what the cyber threat is; which and
how the IT/OT systems were affected; to which extent the operational
data were affected; and what threats may remain to the ship’s operation.

{. REMBMIBMYEE Restoration of systems and data

RS, E RRATIRER ARG REIERN S HRRR. MEMER, R
EREI A ARE;

Remove the threat immediately after the initial assessment and restore
the IT/OT systems to an operational condition so far as is possible.

{. HE{AZE Investigation and analysis

HNEETHENBEHNRERENER, NABRESHRE, LEMHLEBRRE;
Investigate the cyber incident for its causes and consequences so that
potential recurrence can be prevented.

{. BAIEEIR Correction and eradication

ERAEN—ES, NETREERUHBEEME.
Improve the current regulations or procedures, as part of the corrective
actions, considering the outcome of the investigation.

ARARME RS ERESF i
A Guide to Cyber Risk Management

MPAEEHER, SREERATIRERARARSZ T SR ESTERE, WE
HITARRA R 2RI R B9 TR S iR LB, MRz PARZ 4R AR AR L B RV, B3EER
PRF:

If the cyber incident is sorcomplex that the IT/OT systems cannot be

returned to a normal condition, a recovery plan alongside onboard

contingency plans should be initiated. The respanse team should be able
to offer advice to the ship on:

g ERERAFBRERARFZR TR XAR A T RIF I
85517,
Whether IT/OT systems should be shut down or kept
running to protect data;

Q MERANNEEEEEN XA,
Whether certain ship communication links with the shore
should be shut down;

e B B REMNBAIFRYE I ERINGE;
The appropriate use of any recovery tools provided in
pre-stalled security software;

Q EERATRIERARFHTIF B LI B ME T RIBER,
The extent to which the incident has compromised IT/
OT systems beyond the capabilities of existing recovery
plans.

-----
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AaRAME X PR FRIEE

Recovery from Cyber Security Incidents

MR RIBE E RREMMENEEH L EEENMME EERIEN—HMESR
Fi, BEEEINAE O HIENT TR, SRS SRR &0 HEET
EMNEE A ERBERE R ARS.

A CRM system with data recovery capability should be able to restore a
system and/or data from a secure copy, and thereby allowing the normal
operations of the ship.

REAA R £ B KL E 5, BRE M HE ARIE E R AR BRI MB R E 31T
MaRzsh, B FMEEHASBITHRMERR, MAMER S ERE RN YRS
BRI B IR B E MR R ARSI E TR Z TR MAREAR A ARG ZL AN R AR
ARG LU AR REATHIE, RIS R B EIAG £ A REVE W RIIRA B REK T,
MELRNFFEZS, METXIN S REBXER.

Following response to cyber incidents in accordance with established
requirements, a recovery plan on how to clean and repair infected IT/
OT systems should be specified in the CRM system as cyber threats would
not remove themselves. The development of such a recovery plan should
depend on the type of ship, its characteristics and the IT/OT systems installed
with considerations on the expertise and skills of the personnel onboard.
If assistance from ashore is needed, details of how such assistance can be
available should also be covered.

AEARE XS EIRIES FH
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RAAR PSS XL S
BRI S E

Key Points about
Cyber Risk Management

A ErRsEAR%428(98) SHRVEN MAENETRT 2021 £18 1 BZE

HER DOC FEWIER, BRI EENABTANL B R ERERFE
HELMREB NS T HEER,

As previously stated, Resolution 428 (98) encourages administrations to
take into account cyber risk management in SMS no later than the first
annual verification of the company’ s DOC after 1 January 2021.

REERMAENEREEERNNMRRSEREERN, ANUEZEERERLE
ErERY, BN ERRAMANSERY, BRHIRATEN ESEE AR
BARFEFIR,

Companies who are working on incorporating CRM in their safety
management system should give thought to not only general rules but
also the execution of these rules on specific ships. A precise, instructive,
and practicable procedure will be preferable.
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EX LR RS R, AR E A AT RIFESRERS, HFRALRRE
2, AE N INSRATAIAR B R L RIRE, B{eARAaINsEME R L E R,

For ships under zero or low level of protection against cyber threats,

companies should step up training of masters and crew members on
cyber security awareness as part of a proactive management procedure.

MANE S BENESRANRERARR, ZRAFDREEEGRENRT
EMTEEEGTMIBNEEERRF, HFEREIEPELH R R
AU TITE LA GRAG AR AR X P B TR AV R SR o

An appropriate level of cyber risk control should bein place in accordance
with the characteristics of the IT/OT systems as required by SMS. It is also
important to ensure the implementation through an effective feedback
mechanism.

BENZXNEEE —MFEUAN AT EMEEE, AN 2 EHA KM
BEMARER, HEMSZ XL EENE R, A BT IHMEERATHENAIL

o

With CRM being a process of continuous improvement, evaluations on
the effectiveness of CRM should be carried out subsequent to a cyber
event on a timely basis:

ARRME R ERIES Tt
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FFHRAPEMRERIDSKEPERMPAREIEFE, REPEMRER
& KR ERR A BE R, AR USRI ATT UEMASRE S HE.
BTN HEEAR AFHAPEIIE, NES, PN,
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